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SUMMARY:

. Despite the well-publicized litigation &&M Records, Inc. v. Napster, Inwgb-surfers in the United States and
around the world continue to share copyrightedtaignedia files such as MP3 files. ... The musdustry has filed
numerous suits against ISPs and individual useas ieffort to stop illegal downloading and demaatstiits resolve. ...
The first breakthrough was the well-publicized mgtion against Napster, Inc., which led to Napsteventual down-
fall. ... Additionally, the court found that Napstead the ability to supervise and stop the illegaivity, despite its
"lack of user control" argument. ... Second, thiitglto download movies and then transfer andestiie media de-
creases studio revenue. ... Despite technologazhbldnces,” many of those engaged in movie piragtiiat Holly-
wood has little to lose from this illegal downloadicompared to the effects endured by the recoiidohgstry. ... Ac-
cordingly, the MPAA has produced several theattiglers, exhibiting various behind-the-scene veoskdiscussing
their jobs and the effects movie piracy will havetbemselves and over 500,000 others in the fféli@gal download-
ing continues. ... To date, Hollywood's effortdight illegal downloading have not matched thos¢hefrecording in-
dustry--perhaps a wise move. ...

HIGHLIGHT: [I] Abstract:As technology advances, the threat of rampanuapdecedented theft of digital media
continues to grow. The music industry has alreaded, and continues to face, this threat, butdrgely failed in de-
fending musicians' intellectual property.

[11] With the advent and increasing popularity afh-speed Internet connections, Hollywood facesstirae dilemma
and is fighting back. As @imemagazine writer recently noted,

Studio executives, no strangers to melodrama, bagen to talk about movie piracy the way FBI agents
talk about terrorism: they watch the Web for "chgttthey embed films with hidden "fingerprintsyica
they speak without irony about "changing heartsm@imis." They even use night-vision goggles. Itis n
going too far to say they are completely paranatich doesn't mean they are wrong. n3

[111] Indeed, the battle rages. But is guerilla feae the best method to fight a "menace" that negyasent Hollywood's
greatest opportunity? To ensure success on ongoofigability, the movie industry must mind the $esis of the music
industry's failures, forge its own path, and emérdoe wonder that is the Internet. This articleneixes the music in-
dustry's efforts to fight e-piracy, discusses Hothpd's limited efforts and perhaps Hollywood's amdgnaining viable
alternative in fighting, or embracing, this growimgnace.

TEXT:
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[. INTRODUCTION

The Internet has changed the world. Never befosenfenkind communicated on such an immense scdlacoendless
information at its fingertips. But with advancemenimes the specter of unprecedented exploitation.

Underscoring the lack, or inadequacy, of Interegufation, Internet users circumvent established laotably the
Copyright Act of 1976, n4 with impunity. Despiteetwell-publicized litigation ilA&M Records, Inc. v. Napster, Inc.,
n5 web-surfers in the United States and aroundvtiréd continue to share copyrighted digital mediesfsuch as MP3
files. n6

The e-pirate's adventure, however, is growing eisks the music and movie industries are increbsaming their
cannons away from Internet server providers ("I1$Bed taking aim at minors and unsuspecting paréstshe above
guote suggests, e-piracy is prompting the musicnaode industries to take drastic measures to &hthis burgeon-
ing threat. Technology has made it possible ta@ibath movies and music in little time, with kttbffort and with lit-
tle to no quality distortion. According to both ingtries, ever-changing and advancing technolo@icabvations" are
decreasing sales and costing jobs. n7 As a rekalpiracy, the music industry lost approximat®lg.4 billion in
2003, and the film industry loses approximatelyldilBon every year. n8

E-piracy is clearly theft. For many, however, dosading music and movies onto one's private comgldes not pain
the conscience as does walking out of a store aWfib or DVD under one's coat. Accordingly, the rusdustry is
shifting its attention towards litigation, educatiand efficient profit-making services. Howevernemcing Internet
users that downloading violates copyright law @ fast on many pre-teen or teenaged e-pirates)samal different
than pilfering compact discs from one's favoritesiaishop, is an immense challenge. The processvis and mean-
while the industries and artists continue to logmey. n9 Fortunately for both industries, Congresavare of the
rampant lawlessness and is acting, albeit limiteidlyesponse. n10 The music industry (and tsseledegree Holly-
wood) is not sitting idly by while its coffer isiceed; it continues to materialize its educationad aommercial efforts
against piracy. The music industry has filed nurasrsuits against ISPs and individual users in forteb stop illegal
downloading and demonstrate its resolve. nl1 irast, Hollywood's litigation efforts are movingre slowly, per-
haps because technological developments have ecintly allowed DVD downloading with ease and spagl® In
2003, 4.3 million households in North America uplgd to broadband, n13 and from March 2002 to M26a88, the
percentage of American households with high-speedections rose from 21% to 31%. n14 Currentl$34 all
adult Internet users have high-speed Internet acdsome. nl5

Hollywood has the opportunity to learn valuablestass about combating the negative effects of e-cenoen and its
potential financial benefits, from the music indy's failed model. Although the movie industry lahied nearly 3000
private investigations across the United StateX0®B8, n16 Hollywood has failed to establish aiedifront in the fight
against e-piracy. nl7 In order to ensure sucttsiyywood must forge its own path while minding timéstakes and
missed opportunities of the music industry. Hollypdanust view the Internet as an opportunity toXmated, and not
waste valuable resources and squander public gdlad\ts jealous effort to protect the propertghts of artists.

[I. STEMMING THE TIDE: COPYRIGHT LAW

To promote the arts and sciences, the U.S. Cotistitprovides intellectual property creators wittkaisive rights to
their works for a limited duration. n18 To furtheffectuate the Constitution's purpose, the Coyrigt of 1976
("Copyright Act") provides that a copyright lasts the artist's lifetime plus seventy years. n1@ Tapyright owner
may control certain uses of his work n20 andhoamg legal action if this copyright is violatethi21 Remedies for
copyright violations include injunctions, monetalgmages and criminal penalties. n22 The CopyAghthowever,
provides exceptions for uses in fields such asatitut and research. n23

In the last decade, the Copyright Act has been detbto include provisions that focus on digitabpy. n24 In 1997,
the aptly-named No Electronic Theft Act ("NETA") pmsed criminal liability on providers of free aceés copy-
righted works. n25 Although NETA originally persdd only those who realized commercial advantageivate fi-
nancial gain, it currently penalizes those who thygpeovide access. n26

The Copyright Act's second amendment, 1998's Dilyithennium Copyright Act ('DMCA"), n27 providegreater
protection against infringement accomplished thioegcryption circumvention. n28 The DMCA enactelibiving
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the adoption of the World Intellectual Property @mgation Copyright Treaty n29 and aids the figdpinst recent
technological developments that provide accesgjitaimedia via digital code breaking, includingrious DVD copy-
ing applications. n30 The DMCA penalizes effods¢ircumvent a technological measure that effetyicontrols
access to a work protected [by United States Cghytiaw]." n31 Additionally it is unlawful undehé DMCA to
"manufacture, import, offer to the public, provide,otherwise traffic in any technology, produ@nsce, device, com-
ponent, or part thereof, that . . . is primarilgidmed or produced for the purpose of circumvensingchnological
measure that effectively controls access to a §otet] work." n32 For repeat offenders, the DM@#oses fines of
up to $ 1 million and prison terms up to ten year33 Since its passage, the DMCA has become aortent, hotly-
litigated, and repeatedly contested weapon agegpstright infringement. n34

Additionally, the DMCA's subpoena provision hastbesed to identify individual copyright violatorg bommandeer-
ing ISPs' user IP lists. n35 However, Yerizondecision in late 2003, discussed below, dealtiaseblow to the
music industry's effort to identify and pursue géld violators.

[ll. THE MUSIC INDUSTRY FIGHTS BACK
A. Direct Hit! - A&M Records, Inc. v. Napster, Inc.

The recording industry began its attack by seegimdjminary injunctions against sites that madeyciginted music
available to web users. n36 The first breakthrowgh the well-publicized injunction against Napstec., n37 which
led to Napster's eventual downfall. Napster's wiekzlowed users to download music from Napster“hast users"
for free. n38 Napster's server software enabledsus search and locate the MP3 files of othersuse39 It then
communicated the Internet address of the "host' tséhe requesting user, and this connection atbwsers to
download directly from the other's computer, a pssccalled "peer-to-peer” ("P2P") networking. @001, A&M
Records, Inc. ("A&M") filed suit against Napsteleging contributory and vicarious copyright infgement, and
sought a preliminary injunction. n4l

First, A&M claimed that Napster was liable for cantitory copyright infringement because Napsterarmy knew its
users were using its software to illegally downl@agyrighted music, but it facilitated such condue#2 Second,
A&M claimed that Napster was vicariously liable fafringement. n43

To be contributively liable for infringement, Napshad to "'know or have reason to know' of direfrtingement” by
its users and contribute to such conduct. n44cbuet found that Napster had both actual and coctéte knowledge
of the illegal activity. n45 Such "actual" knowgglwas based largely on a memo written by co-fouSdan Parker,
emphasizing Napster's "'need to remain ignoransefs' real names and IP addresses 'since theyaranging pirated
music."™ n46 Additionally, the Recording Industkgsociation of America ("RIAA") previously informedapster that
more than 12,000 copyrighted songs were availabldapster's site. n47 "Constructive" knowledge dermonstrated
by both the fact that Napster executives themseletsely downloaded music as well as Napster'snptamn of copy-
righted works on its site. n48 Accordingly, thaiudaconcluded that Napster had knowledge of dirgcdngement, and
the court found Napster contributively liable fafringement for failing to halt such conduct. rBi® court noted that
without Napster, its users would be unable to ind download copyrighted music it made availaliles tsatisfying
the second element: contributing to the infringtogduct. n50

To be liable for vicarious infringement, Napsterahbave possessed the "right and ability™ to stipe its users and
must have had a financial interest in the activit$.l The court found that Napster's customers wattracted to free
copyrighted music facilitated through its site, aits customer roster increased, so did itstgrafb2 Thus, Napster
benefited financially. n53 Additionally, the codound that Napster had the ability to supervise stop the illegal
activity, n54 despite its "lack of user controlgament. n55 On its website, Napster affirmed'itght to refuse ser-
vice and terminate accounts in [its] discretiomr)uaing, but not limited to, if Napster believesthuser conduct vio-
lates applicable law . . . or for any reason in dlaps sole discretion, with or without cause.'6 #&cordingly, Napster
was found vicariously liable. n57

Napster defended its actions through the Copydglis "Fair Use Doctrine," n58 which allows usecopyrighted
works for certain purposes, including criticismadhing, and research. n59 In evaluating the deetriapplicability,
courts must examine: (1) the use's purpose an@cteas- whether commercial or educational; (2)"tregure of the
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copyrighted work"; (3) "the amount and substartijadif the portion of used”; and (4) the effect upba potential mar-
ket. n60

The court rejected Napster's fair use argumendimgithat merely putting a work into a differentrfmat (i.e. trans-
forming songs to a downloadable format) is notr'ésie.” n61 Moreover, the copyrighted work wasduse commer-
cial, rather than personal, purposes. n62 Addilignwhen analyzed with respect to market effdletpster harmed the
market by reducing music sales and preventing thgicrindustry from succeeding online. n63 Aftgecting Nap-
ster's arguments, and finding it liable for conitdry and vicarious infringement, the court enjdiMdapster's opera-
tions based on A&M's showing of likelihood of sussand irreparable harm if the conduct continus@#

In 2001, the Court of Appeals for the Ninth Circujtheld the lower court's decision and ruled tingt@pyrighted
works had to be removed from Napster's site. @S fuling prompted musicians such as MetallicBléocomplaints
against Napster demanding removal of their mustb Later that year, the once-mighty Napster wasefibto shut
down its site. n67

After its shut down in June 2001, Napster collatextavith MusicNet to make its music available tigbwsubscription
services. n68 However, in 2002, the company filedChapter 11 bankruptcy and was sold to BMG f@rrillion.
n69

While theNapsterholding appeared to deliver theup de gracé¢o ISPs that store and distribute copyrighted wpirk
the face of providers that utilize the P2P modslapplicability has been limited.

B. Return Fire! - MGM, Inc. v. Grokster, Ltd.

In MGM, Inc. v. Grokster, Ltdthe court faced essentially the same issue podgdpster:whether the defendants
were liable for contributory or vicarious copyrighfringement. n70 However, Grokster, Ltd. ("Gr#$) and
StreamCast Networks, Inc. ("StreamCast"), distdbaibf Morpheus software, avoided liability duetieir loose con-
trol over users' conduct. n71

Grokster, like Napster, provides downloadable saftw n72 In contrast to Napster, however, Grolsstele ends once
a user is connected to the network, as the userdiares files via P2P networking. n73 Moreovéremvusers search
and transfer files using Grokster software, theywdavithout utilizing Grokster computers. n74 Thaben a user logs
off, the user's music is no longer available. Mm% severance allows Grokster and StreamCastiaireignorant as to
what music is available at any given time. n7Gibkster shuts down, users can still share filéh wd interruption.
n77

Although theGrokstercourt determined that the defendants purposelyr@gghuser names and IP addresses, it did not
hold Grokster liable for contributory infringemefinding that once Grokster distributed the softsyar could not con-
trol whether the software will be used for unlawfulrposes. n78

IV. RECORDING INDUSTRY'S POST-GROKSTER STRATEGIES

The key difference betweétapsterandGroksteris centralized control over user conduct. GroksteRP structure
prevented centralized control; thus, there wasamiral Grokster server to indicate which files haeén downloaded.
n79 While Napster relied on centralized commungsatrchitecture to identify available MP3 filese tturrent genera-
tion of P2P programs allows users to search MRariis of others directly through downloaded sofevaith no web-
site involved. n80

Similarly, the court found that Grokster was natariously liable. n81 As noted, vicarious infrimgent extends liabil-
ity to those who have a right and ability to susainfringing activity and a direct financial inést in those activities.
n82 Knowledge is not a requirement. n83 AlthoGghkster derived benefit through advertising, i Im@ control
over its product's use. n84 Thus, it lacked thétalid supervise. n85

The Groksterdecision underscores the importance of controth@vit evidence of control over the ability to doosud
copyrighted music, courts will not likely hold agpider liable, regardless of whether it remainawbignt of user activ-
ity. Not surprisingly, other operations, like KaZaiad Gnutella, have exploited the de-centralizeld P®del. n86
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The Court of Appeals for the Ninth Circuit recentigheld the district court's decision@rokster. n87 It appears that
P2P sharing, from the application provider's perpe, does not violate anti-infringement laws ainait these provid-
ers are safe barring an appeal and adverse rwjitigebSupreme Court or contrary legislation frorn@ess. The
movie industry currently faces a similar attackd] &lapsterandGroksterhold important lessons for Hollywood in its
effort to stem movie piracy perpetrated via P2Rvoets.

In light of theGroksterfailure, as well as the increase of P2P populatfity RIAA is now pursuing individual users.
n88 In the summer of 2003, the music industry cormeed a widespread, yet selective, offensive agaidstidual
downloaders. n89 The RIAA has since sued over 18@@s, with more than 400 users paying fines guegab 3000.
n90 In March 2004, the RIAA brought an additionaR3awsuits against anonymous users, includingtgigime indi-
viduals from universities. n91 However, the RIAAswecently prohibited from bringing a single actégainst hun-
dreds of anonymous users. n92 Instead, it musinsiidually using the expensive and tedious "JBlme" method.
n93 Despite this setback, the RIAA continues gbti n94

The RIAA's efforts have moved beyond U.S. border&ustralia, the home of KaZaa. n95 In March 2G88,Music
Industry Privacy Investigations unit n96 obtaimedourt order allowing it to raid KaZaa's headqe@rand executives
homes. n97 However, the RIAA was told that it combt review the seized documents until the magtsumed in U.S.
federal court in the summer of 2004. n98 Nonet®lehile the RIAA continues the lengthy procesbuwilding its
case, KaZaa remains a popular site for downloadhingic, though Nielsen/Netratings show that the laiwsas had an
effect on usage. n99

While the recording industry continues to combatgtill-existing sites that facilitate e-piracycoed sales continue to
decline. n100 Although the decline slowed in 20@%il sales dropped about 4.3%. n101 One suggissiution to
remedy this decline is offering songs online torsist a low price. n102 Perhaps this is a wiseenamnsidering MP3
player sales have increased 56%. n103

In 2003, Apple launched iTunes, which allows Mad ann-Mac users to download songs for $ 0.99 eadlb4
Online music stores like iTunes not only give cansus the option to download only the songs theyrelegthout hav-
ing to buy an entire album, they allow artistsetease individual tracks without releasing a cotegpigbum. n105 At
the conclusion of 2004's first quarter, Apple répdithat iTunes sold 50 million songs, with 2.5limil more songs
downloaded every week. n106 Following iTunes' sascnew competitors, including Roxio's Napsterne
sicMatch, have entered the fray. n107

The RIAA is continuing its campaign to educate asmmcerning the illegality of downloading piratedsic. The mes-
sage is simple: e-pirates are breaking the lawpasgibly ruining the music industry, and if consusrgtop buying
albums, the incentive for creativity evaporatesyasing the traditional album is the only availaiiedium of expres-
sion). The RIAA's campaign also emphasizes theeffat losses have not just on artists, execuytaes producers,
but also on "lesser" industry employees whose naraesr appear on a marquee. n108

The RIAA's efforts appear to be working. Accordioga July 2004 survey, "64 percent of those surddyadieve it is
illegal to make music from the computer availaldedthers to download for free." n109 While thgufe may indi-
cate a true change in perception, it remains teele® whether such knowledge equates to any dedreitlsgal
downloading. Film and music downloading sites afth&re applications are still quite popular; KaZeas once
downloaded more than 1.9 million times in a singéek. n110

The "education method" may have another importdwaatage: avoiding the ire of Internet terroristsMarch 2004,
the RIAA's website shut down for five days due tdlyDoom" virus attack. n111 Other attacks haveusted since
2002, when the music industry commenced its roéffistts to combat e-piracy. n112

A final novel anti-piracy strategy is "spoofing.p&fing inundates peer-to-peer networks with fake3Miles that look
exactly like valid files. n113 Once downloadec tiser attempts to listen to the music, and thedfgal" MP3 either
plays a damaged recording, an advertisement taHsugrack, or nothing. n114 The hope is that usdivecome frus-
trated and deterred from illegally downloading amtead take advantage of new, legal, downloadpipos. Despite
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these efforts, e-piracy continues to be a pervasigblem, and is now approaching the shores ofyialod in full
force.

V. HOLLYWOOD FIGHTS BACK

Though it took some time, high-speed Internet exe@sl e-piracy ingenuity have caught up to the mmdustry.
Where it was once impractical to download an emtiowie, this now can be done much more quicklyl5tsing a
dial-up Internet connection, a user can downloawbsie in twenty-four hours, but a high-speed user acquire a
complete full-feature film in as little as one hourl16 The question remains whether the musicsitngs tacticsi(e.,
litigation, education, and even spoofing) will die movie industry's battle to reclaim its annu&l iillion loss to ille-
gal Internet activity. n117 Its first line of defee, encryption, has already been breached.

A. Nightmare on E-Street: DeCSS, DivX, DVD-X and DWD-X Copy

The distribution of digital versatile disks ("DVDsh the mid-1990s subjected the movie industrgriancreased threat
of digital piracy. n118 Foreseeing this possipjlDVD technology inventors Toshiba and Matsuskhitectric Indus-
trial Co., Ltd., created the Content Scramble SystéCSS"), an encryption coding system designearéwent copying.
n119 Later, the DVD Copy Control Association, Inggs created to control the licensing of this irat@n, but the
code was quickly broken. n120

In 1999, Jon Johansen (a.k.a. "DVD Jon"), a Noraedeen computer hacker, created a decryption twodeunter
CSS, known as DeCSS. n121 DeCSS enables indigittuabpy DVDs to their hard drives, in a mannerilsir to
music downloads. n122 Johansen claimed he dewikbgecode solely for non-infringing purposies,, play-back of
already purchased DVDs. n123 He subsequently niedizzchnology available on the web, providing sjatead ac-
cess to digitized movies. n124 Although the wideagd availability of DeCSS has sparked litigatiparsed by the
movie industry, these actions have had seemintylly &ffect on its disbursement.

After his trial in Norway, urged partially by theddon Picture Association of America ("MPAA"), nddohansen was
acquitted of all charges, including charges that B8 was an illegal technology and its distribut@er the Internet
was illegal. n126 Today, this decryption technglggavailable on nearly one million Internet siteel 27

Adding to the ease of downloading, DivX, a new &tempression technology, allows a DVD to fit oriregke CD that
can be downloaded within hours. n128 DivX was edgrom Microsoft by two hackers, and is availathi®ugh
movie downloading sites. n129 Although movie davaaling was originally difficult because of time aside, n130
that is no longer the case.

B. Decryption Technology Sparks Litigation

The development and dissemination of DeCSS and Bib{ects the movie industry to rampant piracy3Inlt is es-
timated that approximately 400,000 to 600,000 mewiee downloaded illegally each day. n132 In rasppthe
MPAA, like the RIAA, has attacked DeCSS distribstar court. n133

In two similar casedJniversal City Studios, Inc. v. ReimerdexlUniversal City Studios, Inc. v. Corlethe MPAA
sought to enjoin distributors from posting DeCS8 &inm creating hyperlinks to sites where the safewcould be
obtained. n134 These cases were brought pursu#im newly enacted DMCA, n135 which explicithopides that a
court "may grant temporary or permanent injunctionsuch terms as it deems reasonable to preveeswain a vio-
lation . ..." n136

Under the DMCA, an effort to "circumvent a techrgtial measure” is defined as an effort "to desctaratscrambled
work, decrypt an encrypted work, or otherwise toidybypass, remove, deactivate, or impair a teldyical measure,
without the authority of the copyright owner." 18niversal argued that DeCSS fell within the DMEpAurview
since it was designed for the sole purpose of deduling, n138 thus violating the DMCA. n139 Agreewith Uni-
versal, the court in both cases granted injunctioristO finding that "DeCSS, a computer programuastjonably
within the meaning of the statute . . . is a mezr@rcumventing a technological access controlsnea" and thus,
violates the DMCA. n141
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DeCSS distributors responded by challenging the BM@alidity, asserting their First Amendment fegeeech right to
post DeCSS information on the web. n142 More $jpadly, in ReimerdesandCorley, these distributors claimed com-
puter code is a form of expression deserving ctutigthal protection. n143 Although the court agrdeat code is an
expression to those able to read it, the courtdabe restrictioni(e., the injunction) was narrowly tailored so as to not
impermissibly infringe on the speaker's constitugilrights. n144

In evaluating this claim, the Court of Appeals floe Second Circuit and the District Court for ttriern District of
New York had to first determine whether an injuostivould be content-based or content-neutral. m4b6ntent-
based injunction precludes speech based on it$asudes whereas a content-neutral injunction predigpeech regard-
less of substance. n146 The two courts foundrjuaction on decryption technology to be contenitrad, thus the
decision on whether it violated First Amendmenhtggrequired the court to balance the distribuiatstest in provid-
ing the technology against the studio's intereshijoining the action. n147 Stated differentlyg tourt had to deter-
mine whether the injunction restricted no more tFArmiendment freedoms than necessary to serve Hisagn gov-
ernment interest.g., copyright protection).” n148

Focusing on the DMCA's purpose, the two courtsrdgtesd that the injunction would not regulate exgsien, but
would regulate DeCSS's function as technology ihaitnotes e-piracy. n149 TiReimerdegourt accordingly stated
that:

as Congress' concerns in enacting the anti-trafficgrovision of the DMCA were to suppress copytigh
piracy and infringement and to promote the avdlilgof copyrighted works in digital form, and ntut
regulate the expression of ideas that might ber@rtien particular anti-circumvention devices athte
nology, this provision of the statute properly iswed as content neutral. n150

The court further noted that the consequencedmfizlg such expression in the digital age would m#eat such in-
formation could be sent to Internet users all dlierworld in a short time, thus regulation is nseeg to further a sub-
stantial government interest. n151

Accordingly, theReimerdegndCorley courts, and subsequent decisions, determinednjoattions concerning
DeCSS dissemination are content-neutral restristisetessary to further a substantial governmeertaist, and that the
DMCA is sufficiently narrowly tailored to regulages little speech as necessary. n152 Finally,fgatisthe final ele-
ment in the determination of whether to issue iofioms, the courts found that irreparable harm waeabult should the
injunctions not be issued, primarily for two reasom153 First, DeCSS effectively eliminates DVIpwaght protec-
tion, and thus without an injunction the studio Veblbe forced to either accept piracy or expendusses innovating.
n154 Second, the ability to download movies and thensfer and store the media decreases studiauev n155

In February 2004, DVD-X and DVD-X COPY, popular dgation programs similar to DeCSS and DivX, wergoal
found to violate the DMCA's anti-circumvention pisiens. n156 1821 Studios v. MGMa DVD-X and DVD-X
COPY distributor n157 sought a declaration ttepiioduct did not violate the DMCA. n158 MGM couctaimed,
seeking the opposite. n159

After citing and discussinBeimerdesandCorleyat length, the court held that the software "agdidand "bypassed"
the DVD encoding scheme, CSS, within the meaninh®DMCA's provision proscribing such circumvention160
The court also rejected 321's argument that puechd®gd permission to copy DVDs from the produced$l and its
argument that copying merely constituted fair us&62 Accordingly, as DVD-X and DVD-X COPY were tid¢b vio-
late the DMCA, the court enjoined 321's distribataf DVD-X and DVD-X COPY, and ordered that the quany stop
manufacturing, distributing, or otherwise traffingiDVD circumvention software within seven daystefrebruary 19,
2004, order. n163

Despite theReimerdes, Corlegnd321 Studiaulings, it appears e-pirates have not been dgteAs history has shown,
once the "genie is out" (or once millions of copHeCSS, DivX, DVD-X and DVD-X COPY are themsedvavail-
able for illegal download), it is nearly impossilbewrestle back into the lamp. n164 Hollywood irfired other ways
to fight e-piracy.
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C. Preventive Measures

To prevent losses resulting from premature dissatiain of potential hit movies, studios are takimgafic measures.
n165 In an effort to stop Tom Cruise's latest filthe Last Samurafrom making its way to the Internet before the
sheak preview, Warner Brothers hand-delivered sofpigorojection rooms, searched theaters for réogmdevices,
installed metal detectors, searched for and seiaeteras and camera phones, and hired staff tothalkisles with
night-vision goggles. n166 Though drastic, thesasares proved effective -- somewhat. Just dags igdttheatrical
release, bootleg copies began surfacing on the w67

Warner Brothers investigated and determined thattpy was filmed via camcorder in a U.S. theatdi68 An em-
bedded tracking code indicated the theater fronthvhioriginated, but the studio released no speitiformation.
n169 Nonetheles3he Last Samurai'elease was a success; however, as Warner Brdder&mphasized, its early
web availability indicates how pervasive e-piraegtbecome. n170 Moreover, the studio's proteefifieets under-
score the frightening speed and efficiency withalhinovies can find their way to the web. n171

It is estimated that Hollywood lost $ 3.5 billiamitlegal DVD downloading in 2003. n172 This lasprojected to
increase to $ 5.4 billion this year as the indufoes further technological development, whictafgdly diminishing
the time it takes to download a movie. n173 Relgtelank CD sales in 2001 were up 40% from thevjmus year,
indicating that blank CD demand has grown alondpwitreased downloading capabilities. n174

Despite technological "advances," many of thoseagad in movie piracy feel that Hollywood has lititelose from
this illegal downloading compared to the effectdwrd by the recording industry. n175 Howeverhwlite continual
improvement of downloading technology, Hollywooddibs will soon face the same problems. nl176 kiailyd
should take action now, perhaps something sinldné recording industry's remedial measures, ¢ognt the same
lost revenues faced by the recording industry. 7mAg discussed, the measures include litigationcation, and
"spoofing," or lesser explored methods which espdtather than combat) the technology. n178 Howewellywood
must also look to the enemy within. nl179

D. The Enemy Within - Oscar TM Implicated

An AT&T study published on September 13, 2088alysis of Security Vulnerabilities in the Movie&uction and
Distribution Processexamined the top fifty films in U.S. theaters thppeared online between January 1, 2002, and
June 27, 2003. n180 The report evaluated weboressif movies, analyzing both sound and picturdityyas well as
other effects of illegal copying and downloadintgl81 Further, the report examined the dates whenesdirst ap-
peared online in comparison with theatrical and @®@WD/video release dates. n182 The report thegotmesized as
to the online copies' origins. n183

The study found that 77% of illegal copies origathtvithin the industry, seven films appeared onltiternet prior to
their theatrical release date, and 163 were availadfore the DVD/video release date. n184 Theystlso identified
time periods when most leaks occurred: the two-welod surrounding the movie's theatrical releasgthe three-
week period leading to DVD/video release. n185

The results were shocking; the most privileged mensiof the film industry were perhaps its biggastat. But with a
materialized threat comes an acquirable targetatty 2004, the FBI made its first movie bootleggarrest. n186 The
twist--the accused, Russell William Sprague, rezgiscreeners" from actor and Academy of MotiortPés Arts and
Sciences ("the Academy") member Carmine CaridB7nllhe movies Caridi sent Sprague includée Last Samurai,
Something's Gotta GivandBig Fish. n188 Caridi sent the movies to Sprague, who cbifiem to DVD and returned
the original movies to Caridi. n189

Last year, in anticipation of bootlegging, the MPA&nned screener DVDs. n190 However, the banifted after a
court granted a temporary injunction to indepengeatiuction companies that claimed the ban leftntésadvantaged
because their movies are not widely distributetl9Inin response, the Academy now requidssar TMvoters to agree
to keep the screeners for their private viewinggdbening expulsion from the Academy as a consewutenm a viola-
tion. n192
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E. If you can't beat 'em, join 'em - Hollywood GoesOn-Line

To combat e-piracy and cash-in on the Internetlya@od has entered the online marketplace. n198 distributor,
Movielink, offers downloadable movies to pay-peewimembers for $ 4-$ 5. n194 Once a user chooses/ie, he
can view it at any point during the next thirty daput once the file is opened, it must be watchighin twenty-four
hours or it will be automatically deleted. n195akidition, the downloaded film is encrypted nl18@tevent a cus-
tomer from burning the movie to DVD.

The industry must now consider whether this altéveawill convert currentllegal downloaders. Today, a movie can
be downloaded in hours, for free, and burned ont® efore it is in theaters. n197 While such atsillegal, the
movie industry, unlike the music industry, hastgeprosecute illegal downloaders or create effectind profitable
online alternatives. For the time being there apptabe nothing stopping e-pirates from takingaadage of free mov-
ies. The only advantage to the "legal" on-line coner over using a pay-per-view service is an gartilease date.
Thus, Movielink and others may find themselvesimnea competition with video stores, while offerilitfle benefit to
traditional movie rental (other than not havindegave one's house). n198

Other "for-pay services" have entered the onlineketaHowever, the services available continuestdrict what
members can do with the media. n199 To keep p#bdliggal downloading, the music and movie indiest must
create better pay services.

F. Education - "Movies: They're Worth It"

In an effort to avoid the declining sales facedhm®y recording industry, the MPAA is striving to edte consumers
about the effects of illegally downloading movig®00 Such efforts include the creation of two MP®@bsites,
www.respectcopyrights.org and www.mpaa.com/antqir and various trailers shown at theaters partgag-piracy's
collateral effects. n201

The MPAA's site, www.respectcopyrights.org, coviers effects of illegal movie downloading: direarm to con-
sumers if movies fail to make money, the effect malecline will have on off-screen employees, corapuulnerabil-
ity, and criminal risk. n202

i. You are cheating yourself!

First, the MPAA highlights the effects on the comgu. n203 The MPAA claims bootlegged movies lagéliy, since
they are often recorded by a camcorder. n204 &aality, the MPAA believes, should deter illegalddoading since
the movie loses the "real movie experience." n205

Moreover, if illegal downloading continues, fewergple will go to the movies and the number of padie movies
will decline. n206 As a result, studios will beded to make fewer films, which, in turn, will hawansumer options.
n207 Even now, according to the MPAA, only four otievery ten films make a profit. n208

This sympathy-garnering effort, from an industryréiag billions of dollars a year, appears to beerdog only a luke-
warm reception. It is suggested that while useghtrigree that studios could stop making movieot@r their losses,
studios will lack sympathy from consumers as loggagp stars continue to earn millions of dollars fijm.

ii. You are threatening the livelihood of thousands

As the MPAA suggests, people other than actorectbirs and producers are involved in the movie-n@girocess.
n209 Although illegal downloading may not be detdrby the studios or the major players--actorscatkees and di-
rectors--losing money, the MPAA hopes that forhlem e-piracy causes, consumers will appreciatentbekers be-
hind-the-scenes are at risk. n210

Accordingly, the MPAA has produced several theatrirailers, exhibiting various behind-the-scenekeos discussing
their jobs and the effects movie piracy will havetbemselves and over 500,000 others in the fféli@gal download-
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ing continues. n211 These workers include a shart, a set painter, and a make-up artist. n212006ly, these
trailers are another attempt to garner sympathy tonsumers who may otherwise feel justified in dimading mov-
ies, considering the fortunes made by some inrttiestry. The trailers' effects remain to be seen.

iii. Your computer is vulnerable!

Movie downloading, like music downloading, can lse@mplished through P2P networking. n213 Thougivenient
and free, P2P networking has risks, including vand worm susceptibility. n214 Personal informatisuch as bank
records and social security numbers, may be comipesin n215 Also, once a user downloads a fileanag himself,
perhaps unknowingly, become a pirated movie distoband expose himself to civil and criminal liilyi n216

This fear factor, however, is unlikely to be a detat. Arguably, users know the risk of viruses amitms, but accept
it by merely logging onto the web everyday. If Holbod continues to be uncommitted to prosecutingptors civilly
and criminally, its empty admonitions will continteefall on deaf ears.

iv. You are breaking the law!

If caught, an e-pirate is subject to stiff penaliad fines; possibly years in prison and thousahdsllars in fines.
n217 However, there is not yet a set precedergriorcement of pirated movies that would lead iitligls to believe
such conduct has real consequences.

In addition to the MPAA's four claimed effects, wwaspectcopyrights.org also includes informatiagarding a new
campaign sponsored by the MPAA and headed by Jégioievement, Inc., entitle@hat's the Diff?which is avail-
able to middle school students. n218 Its purpsse educate young people about the need to prategtights and to
attach a stigma to illegal downloading. n219 THeAA also provides links to profit-making websitebave users can
download movies legally, for a fee, including Ciremw, Ifilm, Movieflix, and Movielink. n220

VI. RECENT E-PIRACY LEGISLATION

The MPAA currently backs proposed legislation desijto impose strict penalties on e-piracy. n22& @roposal, an
expansion of the No Electronic Theft Act, the AxigRights and Theft Prevention Act ("ARTPA"), wduhcrease
fines and prison sentences. n222 ARTPA specificalposes harsher penalties on those who creaibtam movies
prior to their theatrical release. n223 Hollywaoplfofits come from a carefully choreographed tgrr distribution of
the film across a variety of media, anchored biynal$ theatrical release; thus, the incentive tddllegal pre-release
dissemination. n224

Additionally, "starting in July 2005, all digitaideo-recording devices--including digital VCRs atidital tuners--will
recognize a 'broadcast flag' encoded in the ditgtalision stream. Recorders must then encodeggdid program so it
cannot be shared from machine to machine or oeelntiernet.” n225 This regulation is partially ainat curbing the
MPAA's problem of illegal redistribution of broaditdelevision. n226 For now, the MPAA backs theefal regula-
tion, but opponents suggest the measures are tiostally over inclusive and could include benagtivities such as
taping a show for a friend. n227 Finally, the pyegd Piracy Deterrence and Education Act, would ‘Unzauthorized
recording in movie theaters and includes harshlpesaf pre-released movies are swapped on P2Ronks$." n228

VII. RECENT LITIGATION -- RIAA V. VERIZON INTERNET SERVICES, INC.

To pursue apparent copyright infringers, the RIAAsmindividually identify the users using P2P peogs who share
and trade files. n229 The RIAA can easily findsens screen name and trace the user to his I8Fhisiassociated IP
address. n230 But only the ISP can link the I ainame and address. Once the link is made, #ha Ban contact,
or even sue, the person. n231

Prior toVerizon,the RIAA frequently used the DMCA's subpoena psmyi n232 to "compel ISPs to disclose the
names of subscribers whom the RIAA believed wefrgniging its members' copyrights.” n233 Some 18&wplied
with the RIAA's subpoenas and identified subscebeames, and using the acquired information, tié\Rent letters
to and filed lawsuits against several hundredmgirig individuals, "each of whom allegedly madeilaide for
download hundreds or in some cases thousands 8ffilep." n234 One such targeted ISP was Verinterhet Ser-
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vices. Verizon, however, drew a line in the samd, i@ the summer of 2002 refused to comply wittR&A subpoena.
n235

In defending its actions, Verizon argued that ti@A precludes issuance of subpoenas to ISPs thaglyrect as
conduits for P2P communications, since the subposmaest could not meet the requirement that sulbhcenas con-
tain "a copy of a notification [of claimed infringent, as] described in § 512(c)(3)(A)." n236 Intjgalar, Verizon
maintained that the RIAA's two subpoenas did nagtrttee requirements since Verizon is not storimgittiringing
material on its server, and it could not identifgterial "to be removed or access to which is tdibabled." n237
Since § 512(h)(4) makes satisfaction of the natifamn requirement a condition precedent to issuaviedzon's argu-
ment continued, the subpoenas were deficient. n238

The Court of Appeals for the District of ColumbiadTiit, following theNapsterandGroksterlogic, agreed with Veri-
zon and held that DMCA subpoenas may only be istu¢8Ps engaged in storing infringing materialj ant to those
merely acting as conduits. n239 As the court erpl, the subpoena validity depends upon the cgbihiolder hav-
ing given the ISP effective notification under 8%d)(3)(A). n240 Thus, a subpoena may not be éso@ provider
acting as a conduit for P2P sharing, which doesmuilve media storage. n241

As the court sympathetically noted, the problentlier RIAA (and presumably the MPAA) lies in thedalage of the
DMCA itself. n242 Congress did not likely foregbe application of 8 512 to P2P file sharing whas DMCA was
drafted, and had it foreseen P2P's developmemiaythave drafted the DMCA more broadly. n243 Rerttme being,
however, issuance of § 512 subpoenas to an ISRyaatia P2P conduit is barred. n244

Hollywood is losing its war against P2P conduitswa fronts. According t@rokster,ISP activities that facilitate P2P
sharing are lawful n245 and, according/&rizon,their IP lists are secure. n246 So what now follysvood? Wait
for Congress to act? Perhaps, such action wasitallriged by th&/erizoncourt:

The stakes are large for the music, motion pictane, software industries and their role in fostggrin
technological innovation and our popular cultutés Inot surprising, therefore, that even as thseovas
being argued [September 16, 2003], committeeseCibngress were considering how best to deal with
the threat to copyrights posed by P2P file shasotgemes. n247

Unfortunately, Congressional action will alwaysastep behind technological innovation. Rather)ywalod must
stop sailing against the wind and view the Intefaetvhat it is: an opportunity. Hollywood must d¢ome its educa-
tional efforts and provide superior online alteivies to illegal downloading, or hope that Congrasis to protect its
shores. It must become the innovator.

VIII. CONCLUSION AND RECOMMENDATIONS - HIDDEN TREASRE

To date, Hollywood's efforts to fight illegal dovaalding have not matched those of the recordingsingiperhaps a
wise move. It is difficult to foresee whether, @ndvhat extent, the recording industry's litigatefforts will pay off.
What is apparent is the increasing popularity ghlenusic and movie downloading operations, perlaasult of the
recording industry and Hollywood's education eBofor example, Apple's iTunes has sold millionsasfgs, and
other competitors are entering the market. n24® A4 recent report indicated that traditional msgsies were up
9.1% over the first three months of 2004, compavitk the first three months of 2003. n249

Unlike the recording industry, Hollywood's main cappears to be consumer education. On June 04, 2@
MPAA announced that it was launching a new phasegdressive education” concerning movie piracgsMAccord-
ing to an MPAA press release:

The new phase will feature ads in daily newspapedsconsumer magazines across the country, as well
as in more than 100 college newspapers. It with aislude reaching out to parents, students aral loc
groups to explain why movie piracy is illegal, h@wmpacts jobs and the economy and the conse-
guences of engaging in illegal trafficking. Additaly, in the coming months, anti-piracy messaggis w
appear in motion picture theaters across the cpum251
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MPAA president Jack Valenti further noted:

We hope this ramped-up information/educational cagpwill cause those who are taking films with-
out permission to stop their illegal activity. Bué will keep all of our options open, including &@c-
tion. If we don't react promptly to an ascendingvewf illegal uploading and downloading soon to be
reinforced with dazzling speeds rising from filafficking networks, we will live with an intensegret.
We have to do more to convince that minority ofgdeavho are engaged in this unlawful and infringing
activity of the wrongness of their conduct. We htvetem the tide of film theft online before ité®

late, before it puts to peril the creative enerfjthe industry and the jobs of the nearly one wnili
Americans who work within the movie industry. n252

Valenti is correct; hackers and e-pirates will @ou to circumvent and distribute. But he may lminect about
stemming the tide before it is too late--it maytbe late. As mentioned previously, 400,000 to 600,ovies are ille-
gally downloaded each day, and 39% of all aduttrimtt users (24% of all adult Americans) have tigeed Internet
access at home. n253

Along with its educational efforts, Hollywood mustus on capitalizing on the Internet's potenpakhaps using
iTunes as a model. It is still unclear whether siseitl be affected by trailer warnings concernitiggal downloading,
but consumers will always be interested in recgiérsuperior product. Hollywood, however, must addiits continu-
ing inability to release online movies sooner aodaentrate on education as well as capitalizatdith such access
and seemingly ineffective litigation efforts, thePMA's difficulty in deterring illegal downloading inot surprising.
Thus, Hollywood must remain focused on both edocagind capitalization.

To capitalize on the online phenomenon, Hollywoagshinnovate and distribute faster, must offerdretervices, and
should not waste valuable resources and damage maadwill by pursuing e-pirates in court. So flae MPAA has
wisely refused to join the legal offensive, perhhpping to reap the benefits associated with higtilp music law-
suits without having to take the heat from outragacents and consumers. n254 This decision malpblely wise
sinceVerizon,as Hollywood would now find great difficulty in @airing large numbers of individual targets for in-
fringement lawsuits. n255 If Hollywood wishes itighte, however, it should attack those respoedibit the initial
dissemination: the scrupulous insiders discusseuab

Meanwhile, while Hollywood refuses to modernize aagitalize on the goldmine at their fingertipsheology con-
tinues to decrease download time, and the numbesraputers flying the Jolly Roger grows.

Legal Topics:
For related research and practice materials, gsefollowing legal topics:
Communications LawRelated Legal IssuesCopyrightGdgep Internet LawCopyright ProtectionCivil Infigement

ActionsGeneral OverviewCopyright LawCivil Infringemt ActionsIinfringement OnlineGeneral Overview
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